Soapgate Q! 3.0

With Soapgate Q! we introduced a new security feature which allows the server side custom code
execution (Lotus Script, Formula or Agent) through the APl to be limited to code that is known to the

Soapgate Q! in form of Code Profiles.

Similar to the Database Access Profiles, Code Profiles provide the means to authorize code and make it
available to external users using reader names fields.

In addition it is possible to refer to Lotus Script, Notes Formulae or Agents usingthe NotelD ofthe Code
Profile (rather than submitting the code as a parameter to the respective web service operations of the
API.

The Code Profile

In the Code Profile Access tab one defines the type of the authorized code (Formula, Script or Agent),
and defines who will have access to it through the API. The Code Reference is computed and is basically
the NotelD of the document.
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The Code tab can be usedto store either a Notes Formula, Lotus Script or the name of an Agent (this
agent must be located in the source/target database which is accessed through the API, not the
Soapgate Q! database.

wil Code Profile - IBM Lotus Motes

Eile Edit Niew Create Actions Text Tools Window Help

= - P 2
=] [T£'| d’ Home 1 i@ soapgate Q! 3.00 - Code Profiles Ll || 47 Code Profile Ll
[l @9 'TD‘I [l m @' .ﬂ < [E“ 5 @3:) ’DefauItSans Serif v] ’1(] v]

Qﬁ ErEdit Document @ Save oo Close
&
—
8l

Access ] Code l

:
"Hello World|,_ L

Referencing a Code Profile

The code or agent name contained in the Code Profile can be referenced using the notation $SNotelD (of
the Code Profile). To test this in SOAP-UI this would look like this:

i¢ Request dbReadDocField:
P =@ O i [http._ /domino flexdemino.net:80/scapgateq_267.nsf/dominoutilitywebservices?OpenWebService ']
2 1 }:suapenv:Envelee #mins: soapeny="http:#schemas xml = | ; 2 1 =<soapenyv.Envelope #mins soaperny="http:/f/schemas xmlsoap.org/soap/enve
=4 2 <soapenv.Header/= =4 2 =soapenv.Body=
z 3| <=30apeny.Dodys= = 3 =ns0:DEREADDOCFIELDSReturn «mins:nsi="urn:DefaultNamespace"s
= 1 <Urn:sEVMNAME:-flexdomino/flex2domino</urn 5 & 4 <item=Low budget price category</item:=
5 <Uurn:DENAME=flexiflexdemort2Zhtml.nsf«</Lurn. DB 5 <item=Hello World</item:=
6 “urnvIEWw =Books. Flat=/urnIEW:= <f-- can be g [ <jtermE==="==fitem:
7 <urn:DOCUNID>DCO4A1255T ASC538C 1257949007 7 <item=7.98</tem>
8 <Urn:FIELDS= ] <item:=Mystery Eamp; Thriller</tem:=
g «<I--Zero or more repetiiions:--» 9 <item=1996</item:=
10 <item=@xabif(ig@isAvailable(Book_Price);Book_| 10 <item=David Baldacci</item=
11 <iterm=@$ C8IFA</item> 11 <iterm=>Absolute Power - HE GRIPPED THE STEERING WHEEL LOO
12 <item=Book_Cover</item:= 12 <item=<fCOAT Af<summan -Richtext Sample - Tabbed Table Lon
13 <item=Book_Price</item: 13 <item=8998</item:=
14 <item=Book_Genre</item= 14 <item=8989 </item:
15 <item=Book_Year<iitem: 15 <item=29888 </item:
16 <item=Book_Author</item: 16 <item=768</tem=
17 <item=Book_Title</item:= 17 <item=1280</item:=
18 <item=Book_Summary</tem:= <i-- column numb 18 <item=1280</item:=
19 <furnFIELDS> 19 <iterm=1280</item:
20 UM WMYALSEP =~ </urn: MyALSEP = 20 <item=1280</item:=
21 <fsnapenv Body= 21 <item:=1 <fitem=
22 <fsoapeny.Envelopes 22 <item={BLANK}</item:
23 <item={BLANK}</item:

The above screen shot shows a dbReadDocFields() request using with the second item beinga computed
field (indicated by the leading @ symbol). The formula itselfthen refers to a Code Profile SC83FA (which
is the "Hello World" example shown in the other screen shots).



Note: the leading @ to indicate a computed field is still required, as SC83FA could be a custom Sfield on
the Notes document. In the context of computed fields only Code Profiles of type Script or Formula are
valid; Code Profiles of type Agent are ignored.

Query Save Agent (saveRPC)in dbSaveDocFields()

With Soapgate Q! 3.0 we also finallyimplemented the equivalent of the QuerySaveAgent for Notes web
forms. The dbSaveDocFields() operation always provided the save RPC parameter, which however was
ignored in all previous versions.

Itis now possible to either pass on a name ofan Agent that must be located in the target database or to
reference a Code Profile. Inthe context of the saveRPC, all Code Profile types are valid. Ho wever, whilst
Lotus Script or a Script Agent can make modifications on the to be saved document, a Formula cannot;
the latter can simply indicate through a return value whether or not the document should be saved or
not.

0

| #¢ Request dbSaveDocFields

P =i @O FH | [http:_r'_f'domino.ﬂexdomino.ne‘t:SU_r'soapqateq_Eﬁ?.nsf_f'dominoutilitwwebsewices?Open‘."."ebService
3 1 ksuapenv:EnveIDpe ¥mins:soapeny="http:/schi=| § 2 1 =soapeny.Envelope xmins: soapeny="http dschemas xmisoap.org/st
= 2 <50apenvHeader/= = 2 <s0apenvBodys
z 3 «soapenyBodys = 3 =ns0:DBSAYEDOCFIELDSReturn xmins:nsO="urn:Defaulthame
= 1 U SRYNAME =flexdomino/flex2doming o 4 [Error.QuerySaveRPC] Ooops Query Save Validation Failed</
5 zurn:DENAME=flex\flexdemortZhtml.nsf 5 <ns0.FIELDS #mins ns0="urn:DefaultNamespace"=
6 zUrm:DOCUNID=</urmn: DO CUNID= 6 <item=BO0OK_PRICE-</item:=
7 =UMFIELDS= 7 <item>BO0OK_GENRE=/item:=
3 <I--Zero or more repefitions = 8 <iterm>BO0OK_YEAR-=/item:=
g9 <item=Book_Price</item: 9 <item>=BO0OK_AUTHOR=/item:=
10 <item=BooK_Genre=/item:= 10 <item=BOOK_TITLE</item:=
11 <item>Book_Year=/item: 11 <ns.FIELDS>
12 <item=Book_Autheor</item: 12 =ns0 TYPES #mins:ns0="urm:DefaultMamespace"s
13 =item=Book_Title=</item:> 13 <item=7&8</item=
14 <fUrn FIELDS= 14 <iterm:=1280</item:
15 <UM:TYPES= 15 <item:=1280</item:
16 <I--Zero or more repefitions: = 16 <item:=1280</item:
17 <tem=TEB</tems= <I-- number --= 17 <iterm=1280</item:=
18 <item=1280</iterm:= </-- fexd --» 18 =nsl TYPES=
19 =item=1280=/tem:= 19 =ns0VALUES #mins nsO="urn: Defaulthamespace">
20 <jterm=1280-</tem: 0 <iterm =999 <item:
al <jtem=1280-</tem: fral <item:-Response</item:
2 <fUrn TYPES= 2 <item=2012</item:
23 “UrmnWALUES: 23 <item=This is a query save test</item:>
24 <f--Zero or more repefifions--» 24 <item=This is a query save test</item:=
25 <item=989</tem:= 25 =50 vALUES:=
26 <item>Response</item:= 26| <f50apenvBodys
27 <tem=2012-</tem: 27 |=fsoapeny Envelopes
23 <item=This i5 a quety save testitem:
29 <item=This Is a query save test</tem:
30 <furnvAaLUES=
Eil “Um: YALSER =~ </urn: MyvVALSEP >
22 <UmM FORM=BoaK=/urn FORM:=
73 <Urm COMPWE =false</urm COMPYWE =
ET) U SAVERPC>$CB3DA</ UM SAVERPC=
35 =fsoapenv.Body=

The above screen shot shows a Code Profile reference SC83DAin the SAVERPC parameter. In the
example the code returns a failure code causing the document not to be saved.



Code Profile of type Agent

Code Profiles can reference any type of agent, however, Lotus Script or Java agents are recommended
for most web service operations provided through this API.

Where applicable agents are executed through Lotus Script using the
NotesAgent.Runwithdocumentcontext method. This will allow the agent to reference or modify the in-
memory document.

The latteris required for agents called through the saveRPC parameter using dbSaveDocFields(). This as
this web service operationis expectinga return parameter in a reserved document field named

_agentContextReturn'. The field will be deleted from the document before being saved.

w soapgateq\Templates\soapgateq_os_3.n... =1 | [T WehbServicel 5 - Script Library 1 3 flexiflexdemoRT2ZHTML.nsf - £

Objects 2 (MyQuerySaveTesthgent) - Initialize
W3 (MyQuerySaveTestAgent) loption Public
T (Options) Z0ption Declare
T (Declarations) 3
2 Initialize 4 5ub Initialize

” . Dim session A= Hew HotesSession
£ Terminate

Dim doc A= MNotesDocument
Dim retc (1) As Variant

1 &n tn

9 Set doc = session.Documentcontext

11 " here we can compute our validations
12 " and make final modification=s to the document

5 we need to return an array with 2 elements
i " the first indicates failure (0) or success (1)
17 ret (d) = "on

and the second is nsed in case of a failure

to return a reason for the failure

[T R+ ]

ret(l) = "Ooops Jusry fave Validstion Failesd™
the return value i= passed on to the APT
through the reserved field agentContextReturn
doc.~_ agentContextReturn = ret
End Sub
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Code Profiles of type Lotus Script

For Lotus Script Code Profiles, the scriptis entered into the Code field of the profile. To com municate
with the API, two global variables are provided: sContext and sResult (see screen shot remarks).
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Dim doc As MHNotesDocument

18 ' zContext is a globkal wvariable which when applicable is
' zet to the Notes Document that is handled by the

E“ ' called web service operation (e.g. dbSavelDocFields())

eI Set doc = sContext

' here one can add code to read or modify
G%Q ' the context document or whatever else is reguired

K ' in case a return value i= required
another global wvariable named sBesult is provided

' e.g. dbSavelDocFields () iz exXpecting an array of
' 2 elements to be returned

Dim ret(l) A= Variant

' the first element indicates a success (1) or failure (0)
ret (0) = "inm

' the =second element iz a failure message
ret(l) = "OE"
sEesult = ret




Tip:itis possible to place Lotus Script code into Script Libraries for easier codingand maintenance. The

script library must be created in the Soapgate Q! database. Takingthe above example, a scriptlibrary
could look like this:
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File Edit Source Create Design Mavigate Tools Search Project Window Help

S| BI@B-| 1% e <-

teq) Templates\s teq os .1 | [T *MyCustomCode - Script Library £ |

Objects | Reference @® MyCustomCede - MyQuerySaveRPC

#7p. * soapgate Q! r3.0 (Open Source)
el

) [T MyCustomCode 1|EREM
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E Views 2 Initialize 4 Description: Comments for Library
Folders A Termi 5/%END REM
] XPages erminate 60ption Public

It SaveRPC

29 Custom Controls @ MyQuenySeve 7/0ption Declare
(1] Framesets 8
[_] Pages 3|RREM

Shared Elements
Code
‘u« Agents
} Shared Actions
[T Script Libraries
[T AttachmentUtilities
[T DBProfile
[T DominoUtilityWebServices
[T ElapsedTime
[T edLSKSD.LSS

Fonction MyQuerySaveRPC
Description: Comments for Function

%END REM

Public Function MyQuerySaveRPC (aContext As Variant, sResult As Variant)
Dim doc As NotesDocument

sContext is a global wvariable which when applicable is
set to the Notes Document that is handled by the
called web service operation (e.g. dbSaveDocFields())

2 Set dl’:nc = sContext

7 GetDelStubs 21

T getUnreadUNIDs 22 ' here one can add code to read or modify

T MyCustomCode 23 ' the context document or whatever else is regumired

7 ReadViewDXL 24 '

[T RichtetZHTML 25

[T Richtet2HTML.Is 26 ' in case a return valune is reguired

[T WebServicel5 27 ' another global wvariable named sResult is provided
[ Database Script 28
@Web Service Providers 23 ' e.g. dbSaveDocFields() is expecting an array of

QL Web Service Consumers
Java

' 2 elements to be returned

Jars Dim ret (1) As Variant
£ Dats

Resources

3 Composite Applications

Application Properties

' the first element indicates a sumcecess (1) or failure (0)

ret(o) = "1"

n
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' the =second element i= a failure message

ret(l) = "OK"
sResult = ret
40 End Function

)

Book Catalogue (RT2ZHTML)
Fex2Domi RTZHTH|

The code in the Code Profile must be replaced with the following two lines:

Use "MyCustomCode"

Call MyQuerySaveRPC(sContext,sResult)



Code Profiles of type Formula

For Formula Code Profiles, the Notes Formula is entered into the Code field of the profile. The formula is
evaluated in the context of the document thatis being processed. The formula therefore can directly
reference fields on the document. However, READ ONLY!

Using formula, a return value (where required) can be passed on to the APl usingthe @Return()
function.
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J validation result := BIf (DocFieldXyZ=m"rmymQm mim) »
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Referencing Code Profiles in Database Access Profiles

Though not required from a security point of view, Code Profiles also can be used in the Database
Access Profiles. It easier to maintain short Sxxxreferences then long formulae. And of course itis now

possible to use Lotus Script to compute fields and prompts.

Taking our Bookstore sample database, the Database Access Profile used to look like this:
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FE’] Book:5REF {HIDE}

Book:Book_Title Title
H Book:Book_Author Author

Book:Book_Genre Genre

= Book:Book_Year Year
Book:Book_Price Price

Book: @baseurl = Cover Image
CF‘]@ “http://domino flexdomino netflexflexdemoRT2HTML nsfBooks XML M+ @Text(@DocumentUniquelD)+75  [SUMMARY}Content

file/; attnam := @Subset{@AttachmentMames; 1), @If{attnam=";baseurl:baseurl+attnam}; {FILES}Attachments

Book:Book_Summary
Book: @@AttachmentMames

®

b Legend:

! ®

Note the long formula to compute the URL for the book coverimage. It spans over several lines, making
it difficult to match the Field List with the Prompts List. With Soapgate Q! we can now create a Code
Profile for this:
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..and simplify the Database Access Profile...
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